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Abstract

The Water Sector has experienced an inadvertent gap in physical security by using risk models
not suited for the specific needs of community water systems. Assessment results founded on the
probability of adversarial threats have referenced historical frequency, likelihood, or available
intelligence which has often skewed security recommendations, causing an unintended reduction
in security countermeasures. This approach has also unintentionally promoted a lax culture of
security in the face of emerging threats. Resiliency must be improved.

The increase of foreign and domestic threats mandates a serious evaluation of existing security
methodologies, guidelines, and vulnerability assessments. A more specific and yet
comprehensive defense strategy with quantitative and qualitative measurements will be presented
in this informational brief to show how the Water Sector can optimize security countermeasures
and achieve an objective cost to benefit ratio based on the analysis.

Design Basis Threat (DBT)

After 9/11 and the birth of the U.S. Department of Homeland Security (DHS), the fight was on to
secure America’s critical infrastructure against subsequent attacks. If the U.S. could suffer an
aerial attack from adversaries using our own airplanes against us, there was no telling what was
possible. In the race for solutions, Design Basis Threat (DBT) was quickly adopted from the U.S.
Nuclear Regulatory Commission’s 1979 DBT Rule as a methodology for protecting water,
wastewater, and storm water utilities. It was not recognized at the time that the DBT
methodology would contain criteria for the Water Sector that were unattainable in the way that it
was for the Atomic and Nuclear Energy sectors. The result has been a vast underinvestment in
security countermeasures, loss of key stakeholder trust in the accuracy of the guidelines, and an
operational culture that has been disconnected from physical security priorities.

The ANSI/ASCE/EWRI 56-10, Guidelines for the Physical Security of Water Utilities,
incorporated the Design Basis Threat (DBT) methodology as a guideline for securing the Water
Sector, along with ASCE (2010b) which incorporated the DBT methodology for
wastewater/stormwater utilities. DBT assigns a security approach to defend against a
hypothetical attack by estimating the objectives and motives of a potential assailant according to
the threat classifications of Vandal, Criminal, Saboteur, or Insider.!? The persistent problem has
been the near impossibility of determining who the adversary might be, assessing their motives
and objectives, and then selecting which countermeasures to use accordingly.

Risk Analysis and Management for Critical Asset Protection (RAMCAP)

The RAMCAP methodology was first introduced to Nuclear Power Plants (NPP) in 2005. In
2010 RAMCAP was published by the American Water Works Association (AWWA) with the
modified name of RAM-W, adopted from Sandia Laboratories. According to the RAM-W
model, risk is defined as:

Risk = Likelihood (Specific Attack) x Vulnerability (Specific Attack) x Consequence (of the Attack)3
RAM-W further states that identifying these threats is only possible with the use of “available

intelligence.” Once again, historical frequency (likelihood) and available intelligence are critical
to the success of these models.
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Frequentist Probability Method and Malevolent Threats

The examination and scoring of threats, vulnerabilities, and consequences would seem
reasonable, but the idea was to base threat likelihood on historical data. This worked for natural
hazards, but not for malevolent attacks against the Water Sector. A statistically valid set of data
simply does not exist to make this relevant. The study of historical data for determining
probability is known as Frequentist Probability and has been defined in the Department of
Homeland Security Risk Lexicon-2010 Edition and states in the annotation that:

“1) Within the frequentist probability interpretation, precise estimation of new or rarely
occurring events, such as the probability of a catastrophic terrorist attack, is generally not
possible.

2) Frequentist probabilities generally do not incorporate “degree of belief” information, such as
certain types of intelligence information.” *

Recognizing that determining the /ikelihood of a specific attack based on available intelligence is
not possible, an innovative approach must be taken to effectively characterize adversarial risk.

Significant Developments to the Risk Equation
In 1981, the document “On the Quantitative Definition of Risk,” written by Kaplan and Garrick,
proposed using “triplets” to describe risk as a set of probabilities, scenarios, and consequences.’

Risk = { {pi, si, i) }
Kaplan and Garrick defined the risk as having three components, a scenario (s;), the probability

of the scenario (pi) and the consequence of the scenario (ci). With the knowledge of this criteria,
the Probability of Success of a Given Threat (Psr) could be determined.

si, scenario What can happen?
pi, probability of the scenario How likely is it that it will happen?
ci, consequence of the scenario If it does happen, what are the consequences?

Hold s; scenario (threat) as a constant. Estimate probability of scenario, pi, or the conditional
probability of adversarial success of a threat, Pg|r.

Table 1: Risk Definitions: Adapted from [6]

Here, the probability of the scenario could be applied to natural disasters or even man-made
accidents, but the estimation of adversarial threats was still plagued since determining the
probability of the scenario was based on historical frequency, which could not be determined.

In 2010, a document called “A Risk Informed Method for Enterprise Security (RIMES)” ¢ was
introduced by Sandi National Laboratories where Wyss, et al. resurfaced the Kaplan and Garrick
triplets with a modification that leveraged the approach by replacing pi, the probability of the
scenario, with d;, the degree of difficulty. This improved the equation in determining the
probability of success of a given threat for an identified scenario, degree of difficulty, and the
consequence. With probability based on historical frequency removed, this puts the focus on the
degree of difficulty, measuring what is known instead of trying to measure what is not known.
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si, scenario What can happen?

di, degree of difficulty to successfully How many countermeasures would have to fail for

accomplish the scenario against the an adversary to succeed?

target under consideration

ci, consequence of the scenario If an adversary causes this event to happen, what
are the consequences?

Hold Conditional Probability (Psit) constant at a value indicative of adversary success.
Determine d;, degree of difficulty for a broad range of scenarios s;, including the threshold
threat characteristics required for an adversary to be successful in s;.

Table 2: Risk Definitions: Adapted from [6]

For Defense in Depth terms, if an adversary on foot were to choose a path of jumping over a
fence to initiate the compromise of a targeted asset (scenario), with the intent of a catastrophic
failure of a water treatment plant (consequence), then the security countermeasures required to
be defeated would represent the degree of difficulty. If the triplets for security risk <s;, di, ¢;> are
known, then they become a function of the conditional probability of success of a given threat,
Pgr.

PS|T :f(sia dia Ci)

Now the question becomes how to determine what the degree of difficulty is. This measurement
cannot stem from evaluating a dataset of adversarial capability as this data does not exist. And
even if it did, there are an infinite number of variables that could be introduced into the equation
that would significantly complicate the formula. The degree of difficulty must be measured
across the security countermeasures that comprise the defensive steps an adversary must cross to
reach the target. Once this is determined, the degree of vulnerability may be determined by using
1 - Pgr.

Cumulative Defense Strategy (CDS)

With a few small adjustments, non-offensive defense strategies can be cleaned up and made
more effective. The Defense in Depth methodology uses diverse protective measures along each
potential adversarial path’, but this can be further defined by requiring the increase of the quality
and quantity of security countermeasures throughout the scale of each defense layer. We have
termed this Cumulative Defense Strategy. Incrementally adding quality and quantity of security
countermeasures throughout the defense layer increases the required resources for an adversary’s
success and consequently addresses the variance in adversarial capability. This incremental
increase establishes the Minimum Difficulty Threshold (MDT) level required at each step. The
Cumulative Defense Strategy method also enables a consistency of approach on which
mathematical analysis can be performed to determine the probability of success of a given threat
and the evaluation of cost/benefit analysis.

Mathematical Analysis of Defense Strategy & Countermeasures (MADSC)

The key to unlocking the new risk definition was discovered in 2021 by Lloyd Foster and David
Wallace by mathematically calculating the degree of difficulty to achieve the probability of
success of a given threat for a scenario and consequence identified. The new math model
analyzes the current defensive countermeasures and determines the optimized placements
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mathematically and objectively for improvements. The process of evaluation is called the
Mathematical Analysis of Defense Strategy & Countermeasures (MADSC), and it requires the
sequential increase of quantitative and qualitative countermeasures. The MADSC analysis is
performed by analyzing the defensive layers that comprise the entire defense strategy. Each
defense layer addresses an attack vector. Path analysis of each attack vector is then evaluated for
the number of ordinal steps and the subset of countermeasures within each of these ordinal steps.
For instance, an adversary on foot may have to breach six ordinal steps to reach a critical asset,
and each step consists of multiple countermeasures that collectively bolster each ordinal step.
The steps are ordinal in nature because they must be sequentially crossed to reach the critical
asset. At each ordinal step, the quantity of countermeasures must increase to maintain a growing
Minimum Difficulty Threshold (MDT), which in turn increases the quality of each ordinal step.
As referenced above, this additive nature is known as the Cumulative Defense Strategy.

The MADSC analysis then calculates the effective difficulty of defensive countermeasures
through the coupling of two different math models, which in Latin is called a “copula.” Copulas
were invented in 1959 by Abe Sklar, and about a dozen formulas have been invented since then
to solve unique needs. This latest version is called the Foster-Wallace Formula. The Foster-
Wallace Formula is unique in that it couples the Probability Density Function (PDF) of a
Geometric Distribution across the ordinal steps which are required to be defeated by an
adversary, with the Cumulative Distribution Function (CDF) of a Gamma Distribution across the
total defensive countermeasures within the subsets of the ordinal steps. This coupling provides
the ability to generate the Joint Probability of compromise at each ordinal step and at each
defensive countermeasure, mathematically expressed as:

z ((1-p)Y p)t=P)¥p
x @_Fz_l"'“ﬁ_“
Gamma(a)

flx,aB,p,v] = f

Foster-Wallace Formula

Key:

¥ = the accumulated score assigned to a countermeasure (e.g., 1, 3, 6, 10 etc.)

o = the shape parameter of the Gamma Distribution used to model countermeasures
[ = the scale parameter of the Gamma Distribution used to model countermeasures
p = the parameter of a Geometric Distribution used to model ordinal points

y = an ordinal point (e.g., 1, 2, 3, 4 etc.)

It is not necessary to understand how the formula works to understand the results of the MADSC
methodology. The results are truly clear in revealing locations that are well protected and other
areas that need specific improvement. In either case, a clear optimization of countermeasures is
provided. Joint Probability conveys what is the probability that the entirety of countermeasures
could be compromised at a given point in the breach process, specifically at a given
countermeasure point within an ordinal step. It can also be used to express effective difficulty.
Conversely, the percentage remaining can be used to represent the remaining difficulty required
for a complete compromise of countermeasures. Therefore, the placement for the best use of
investment becomes clear for guarding against compromise and achieving the highest levels of
intruder delay to allow for adequate response time.

11 November 2021 6



Conclusion

Unfortunately, most risk assessments currently written for the Water Sector are based on a faulty
foundation of risk understanding and lead to a flawed conclusion. The risk assessment
inaccuracies, due to the insufficient risk formulas, have resulted in an underinvestment of
defensive countermeasures, or a reactionary over-investment from those who are aware of the
problem. The more skilled risk teams who serve in the Water Sector have been aware of this
problem for years but have struggled to find solutions without an adequate risk equation and
formulated solution.

Utilizing the incremental increase of quantity and quality of security countermeasures and
ordinal steps, evaluated with the Mathematical Analysis of Defense Strategy &
Countermeasures, and measured with the Foster-Wallace Formula, a robust Cumulative Defense
Strategy can be implemented for optimal security countermeasure placement in the Water Sector.
This new methodology will yield the most effective way of screening the various capabilities of
potential adversaries with increasing difficulty levels and provides fiscally sound security
practices for cost-to-benefit analysis and budgeting. The implementation of these methodologies
in the Water Sector could help lead the way in physically securing other DHS critical security
sectors.
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